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This document is intended to operate as a guide to facilitate the easy use of the products it discusses. It does not
and is not intended to alter, modify, waive, or change any agreements between users of the product and First
Citizens Bank & Trust Co., or any terms and conditions imposed by First Citizens Bank & Trust Co. for use of the
product. In the event that there is any conflict between this document and any applicable agreements or terms and
conditions imposed by First Citizens Bank & Trust Co., those applicable agreements or terms and conditions shall
control.
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Overview

The Profile Manager application is a self-service application where customers can update the
following information:

e First Name

e Last Name

o Email

e Mobile Number

e Multi-Factor Authentication Factor

e Activate Single Sign On (SSO) to log into one or more applications with the same
credentials

New User Activation

As a prerequisite to utilizing Profile Manager, the following new user activation process will take
place. When a new user is created, they will receive an activation email.
Note: If you've already completed the new user activation process, you can skip this section.

1. Select the Activate Account button to activate the account and establish your preferred
MFA method.

[EXTERNAL] Activate your First Citizens account

eply | © e o | [ | [+
First Citizens Bank | <onlinenotify@id firstcitizens.com> ‘©‘ 3 Reply ‘ © Reply Al ‘ 7 Foard Hi‘ |7‘
T Fi8/15/2025 342 PN

(D tthere are problems with hove this message is displayed, clck hereto view i a web browser,

NOTICE: External Sender. Pl

El First Citizens Bank

Welcome Test!
Your new username is Testl!

Click on the button below to activate your First Citizens account:

Activate Account

This link expires in 7 days.
Don't Recognize This Activity?

The security of your account is very important to us and we want to ensure that you are
updated when important actions are taken.

It you did not initiate this action, please contact s during normal business hours

Please do not reply to this email. This is an automalic email and replies are not monitored. If you have any
questions, please contact our Cusiomer Support Center during normal business hours.

© First Citizens Bank Member FDIC.

Profile Manager User Guide 3



ﬁ FirstCitizensBank

2. Set up one of the available methods of verification.
ﬁ FirstCitizensBank

Set up security methods
@ Test.
Security methods help protect your idx-

feb_default account by ensuring only you have
access.

Required now

* Google Authenticator
Enter a temporary code generated
from the Google Authenticator app.

Setup

e Okta Verify

Okta Verify is an authenticator app,
installed on your phone or computer,
used to prove your identity

Setup

\. Phone

Verify with a code sent to your phone

Setup

Back to sign in

3. Once verification method is selected, you will be prompted with a screen like the one
below.

Note: The below is a sample for Okta Verify authentication method. Other methods of
verification are detailed further in the guide.

ﬁ FirstCitizensBank

Set up Okta Verify
@ Test

1. On your other device, download the Okta
Verify app from the App Store® (iPhone® and
iPad®) or on Google Play (Android® devices).

2. Open the app and follow the instructions to
add your account

3. When prompted, tap Scan a QR code, then
scan the QR code below:

Can't scan?

Return to authenticator list

Back to signin
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4. Once a method has been set up, the established factor will no longer display on the setup
page when you log in.

Note: As shown below, Okta Verify is not listed on the setup page.
& FirstCitizensBank

Set up security methods

@ Test

Security methods help protect your idx-
fcb_default account by ensuring only you have
access

Optional

* Google Authenticator
Enter a temporary code generated
from the Google Authenticator app.

Setup

‘. Phone

Verify with a code sent to your phone

Setup

T

Back to sign in

Profile Manager Login Methods
There are several methods to log into Profile Manager:

First Method:

1. Navigate to www.firstcitizens.com home page, click on the Log In button at the top right-

hand corner.

EFirstCitizmanuk PERSONAL-  SMALL BUSINESS.  COMMERCIAL WEALTH -

Your financial goals.
Our expertise.
Premier Banking.

Q| How can we help?

[ [ | & o) &
Open a checking Start your Try Self-Directed Discover ways to Apply for a loan
account mortgage journey Investing save

=

New: Tax overhaul—what to know now

Profile Manager User Guide 5
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2. You will be directed to the Welcome Back page. Select the drop-down caret, then select
Other Services from the list of options.

X

Welcome Back

LOGIN TYPE

First Citizens Digital Banking
First Citizens Digital Banking
Commercial Advantage

Wealth

| Other Services l

‘ First Time Log In ‘

3. Find the Profile Manager hyperlink under Other Services. Click on the Profile Manager
link.

LOG IN

Other Services

Remote Deposit Capture » My Insurance Center >

Automated Payables > Worldpay 1Q >

CA Integrated Payments > American Express Supplies »

eReceivables Payment > Purchasing Card >

Lockbox Portal » Electronic Bill Presentment &
Payment »

ChecXchange >

> FXEnvoy> /

Profile Manager >

Profile Manager User Guide 6
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4. Log in using your credentials.

ﬁ FirstCitizensBank

Secure Sign In

USERNAME

PASSWORD

Forgot password?
Unlock account?
Contact Us
Privacy & Security

Profile Manager

Second Method:

1. Navigate to the link https://profile.firstcitizens.com/.

2. Log in using your credentials.
[ EIC e R R |
ﬁ FirstCitizensBank

Secure Sign In

USERNAME

PASSWORD

Forgot password?
Unlock aecount?
Contact Us
Frivacy & Security

Profile Manoger

Profile Manager User Guide
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Welcome Message

When you access Profile Manager for the first time, a window will open with a welcome message.
Select the Ok button or click on the X on the top-right corner to continue your session.

WELCOME X

Welcome to your FCB Profile Manager
Here you can:

« Set up Single Sign-on to log into mulitple apps with the same credentials!
* Setup Two-Step Verifications for securely logging in

» Update your profile info

Important: Please ensure that you have a valid email address in Profile Manager
to receive notifications regarding self-service updates that you make to your Multi-
Factor Authentication (MFA) enrollment options.

Profile Manager Pages
There are three tabs (or pages) in Profile Manager:

¢ Profile Info
e Security
e Single Sign On

. st CitizensBa | Log Off
& FirstCitizensBank Last Login: 06/23/2025 3:35:18 PM

My FCB Profile

ey R Profile Info

()]

User Name

FIRST NAME LAST NAME

@ ©

Email

@ Change Email

Mobile Number

User Agreements  Privacy & Security  Your Privacy Choices (ZB)

© 2024 First-Citizens Bank & Trust Company. All rights reserved. First Citizens Bank is 2 registered trademark of First Citizens Bancshares, Inc.
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Profile Info

You can self-service First Name, Last Name, Email, and Mobile Number.

Note: User Name is not an editable field.

Log Off

& FirstCitizensBank Last Login: 06/23/2025 3:35:18 PM

() | MyFcB Profile

Profile Info

Single Sign On
User Name
FIRST NAME @ LAST NAME @
Email
@ Change Email

Mobile Number

User Agreements  Privacy & Security  Your Privacy Choices I

© 2024 First-Citizens Bank & Trust Company. Al rights reserved. First Citizens Bank is a registered trademark of First Citizens BancShares, Inc.

e To update first name, click on the blank space under the field name and above the line,
make the necessary change and tab to the next field. First Name Successfully Updated
success message will display.

e To update last name, click on the blank space under the field name and above the line,
make the necessary change and tab to the next field. Last Name Successfully Updated
success message will display.

FirstCitizensBank et
P& FirstCitizensBan Last Login: 06/23/2025 3:35:18 PM

Profile Info

User Name

FIRST NAME LAST NAME
@ @

Email
@ Change Email

Mobile Number

© 2024 First-Citizens Bank & Trust Company. All rights reserved. First Citizens Bank is a registered trademark of First Citizens Bancshares, inc.
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e The email address used while creating a profile is shown as not editable next to the
Change Email link. To update the email address, you must click on the Change Email
link. Enter the new email address in the Email* field. Re-enter the same email address on
the Confirm* email. Click on Save.

Note: The email address must be in abc@xyz.com format.

Log Off

IE— Jl | Log
& FirstCitizensBank Last Login: 06/23/2025 3:35:18 PM

Profile Info

User Name

FIRST NAME @ LAST NAME @
EMAIL

o @
CONFIRM EMAIL

@ @
MOBILE NUMBER @

Cancel

\m"

¢ Email Successfully Updated success message will display.

irstCitizensBa | Log Off
[ FirstCitizensBank Last Login: 06/23/2025 3:35:18 PM

) Success!
Profile Updated Successfully

Profile Info

Profile Manager User Guide 10


mailto://abc@xyz.com

E FirstCitizensBank

e To add or update Mobile Number, click on the blank space under the field name, make
the necessary change, then click on Save.

& FirstCitizensBank .| LogOff
Last Login: 06/23/2025 3:35:18 PM
Profile Info
User Name
FIRST NAME @ | wsaws @
EMAIL
o @
CONFIRM EMAIL
@ @
MOBILE NUMBER
\ . ]

e Profile Updated Successfully success message will display.

irstCitizensBa Jog uE
[E& FirstCitizensBank Last Login: 06/23/2025 3:35:18 PM

) Success!
Profile Updated Successfully

Profile Info

Security

1. You can enroll in Multi Factor Authentication (MFA) method by navigating to the Security
page.
.

za FirstCitizensBank

| Log Off
Last Login: 06/23/2025 3:35:18 PM

(@) | ™y FcB Profile

- Profile Info

Security

Single Sign On
User Name
FIRST NAME @ LAST NAME 1)
Email
@ Change Email

Mobile Number

User Agreements  Privacy & Securit Your Privacy Choices I

© 2024 First-Citizens Bank & Trust Company. Al rights reserved, First Citizens Bank is a registered trademark of First Citizens Bancshares, Inc.
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2. Select + Set up button to enroll in a new MFA option. You can also Remove or Reset an
established method.

. - f
FirstCitizensBank .| LogOf
ﬁ Last Login: 06/23/2025 3:35:18 PM

Security

These are the methods you can use to verify your identity whenever you try
to log on. You always need at least one. Okta Verify App is the easiest and

most secure.
Already Setup
% Remove
0 Okta Verify D Reset
Not Setup

3 Google Authenticator
D) mow

Disclosures

3. NEW MFA users will have three options available; we recommend registering for more
than one MFA.

& FirstCitizensBank of

Last Login: 06/23/2025 31!‘!:1! FI;
Security

These are the methods you can use to verify your identity whenever you try
t0 log on. You always need at least one. Okta Verify App is the easiest and
most secure.

Already Setup

% Remove
e Okta Verify

D Reset

= X Remove
)  Phone e
Not Setup

G Google Authenticator + setup

Disclosures =

-}

{ghts reserved. First Ctizens Bank 5.3 registered trademark of irst Ctizens Bancsnares, Inc
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Okta Verify

e Uses a push notification sent to the mobile app (requires application download).
Google Authenticator

e Enter a single-use code from the mobile app (requires application download).
Phone Authenticator

e Enter a single-use code sent to your mobile phone via text OR via phone call.

Okta Verify Enrollment

1. Click +Set up next to Okta Verify.

Security
These are the methods you can use to verify your identity whenever you try
to log on. You always need at least one. Okta Verify App is the easiest and
most secure.

Already Setup

% Remove
)) Phone

D Reset

Not Setup

G Google Authenticator

Disclosures

2. Select your device type.

O

Setup Okta Verify

Setup your device type

iPhone Android

Cancel

Profile Manager User Guide
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3. Download Okta Verify app from Apple App Store (iPhone) or Google Playstore (Android)
first, then click Next.

O

Setup Okta Verify

Setup your device type

© iPhone Android

Nl h fy App from the App
store onto your mobile device or scan the QR
code below.

4. Launch Okta Verify app on your mobile device.

&)

Setup Okta Verify

Setup your account

Launch the Okta Verify App on your mobile device and
select the "+ sign at the top to add an account. Then
click "Other” account type and use the “Scan a QR code”
button to proceed with setting up.

Can't Scan ?

Lancal

5. Select + icon to add an account.

3:25

£% okta Verify

OS

myapps.firstcitizens.com >

966 021

Launch Dashboard (&

Profile Manager User Guide 14
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6. Scan the QR code using your mobile device.

Note: If you do not wish to allow access to your mobile device camera, click the Can’t
scan? link and follow the instructions provided in the FAQ.

7. Success 2 step verification complete success message will display.

8. The Okta Verify factor will display in the Already Setup queue. The + Set up button will
be replaced with a Remove and a Reset button.

y " fi
FirstCitizensBank w| Log O
Last Login: 06/23/2025 3:35:18 PM

Security

These are the methods you can use to verify your identity whenever you try
to log on. You always need at least one. Okta Verify App is the easiest and
most secure.

Already Setup
%X Remove
0 Okta Verify 5 Feset
Not Setup
G Google Authenticator
) o

Disclosures a

Profile Manager User Guide 15
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9. You will receive an email confirming that a multifactor authenticator has been set up.

[EXTERNAL] New Multifactor Authentication set up for your First Citizens account

@ First Citizens Bank <onlinenotify@id.firstcitizens.com:
To @

NOTICE: External Sender. Please exercise caution when opening attachments or clicking links.

Add onlinenoti id firstcitizens.com to your address book to ensure delivery

% FirstCitizensBank

Hi

ATwo-Step Verification has been set up for your First Citizens account:

Details
Okta Verify
Tuesday, August 19, 2025

Cumming, Georgia, United States
Performed by:

Don't Recognize This Activity?

The security of your account is very important to us and we want to ensure that you are
updated when important actions are taken

If you did not initiate this action, please contact us during normal business hours.

This message was automatically generated by First Citizens Bank on Tuesday, August 19, 2025, al 2:39:10 PM
Coordinated Universal Time. Replies are nol monitored or answered

@ First Citizens Bank. Member FDIC.

|©| 5 Reply | ) Reply All ‘ 5 Forward H;| |:‘

Google Authenticator Enroliment

1. Click + Set up next to Google Authenticator.

E& FirstCitizensBank

Security

most secure.

Already Setup

0 Okta Verify

Not Setup

@ )) Phone

Disclosures

Profile Manager User Guide

These are the methods you can use to verify your identity whenever you try
to log on. You always need at least one. Okta Verify App is the easiest and

X Remove

D Reset

(5 coogle Authenticator

.| LogOff
Last Login: 06/23/2025 3:35:18 PM

16
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2. Select your device type.

s

Setup Google Authenticator

Setup your device type

iPhone Android

Cancel

3. Download the Google Authenticator App from the App Store (iPhone) or Google Playstore
(Android) first, then click Next.

*

Setup Google Authenticator

Setup your device type

o iPhone Android

Download the Google Authenticator App from
the App store onto your mobile device or scan
the QR code below.

4. Launch Google Authenticator app on your mobile device and tap the + icon.

Profile Manager User Guide 17
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5. Scan the QR code using your mobile device.

Note: If you do not wish to allow access to your mobile device camera, click the Can’t
scan? link and follow the instructions provided in the FAQ.

*

Setup Google Authenticator

Setup your account

Launch the Google Authenticator app an your mobile
device and click the colorful "+" symbol. Click "Scan a QR
code” then click next below.

Can'tScan?

Cancel

6. Enter code sent to Google Authenticator app in the Enter code field and click Verify.

*

Setup Google Authenticator

Authentication Code

Enter the code displayed in the app.

Cancel

7. Success 2 step verification complete success message will display.

Profile Manager User Guide 18
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8. The +Set up button will be replaced with a Remove and a Reset button.

Security

These are the methods you can use to verify your identity whenever you try
to log on. You always need at least one. Okta Verify App is the easiest and

most secure.
Already Setup
c Google Authenticator i
< O Reset
) x Remove
Phi
’ e D Reset

Not Setup

e Okta Verify

Disclosures &

9. The client will receive an email confirming that a multifactor authenticator has been set up.

[EXTERNAL] New Multifactor Authentication set up for your First Citizens account

N . e Reply | % Reply All ‘ — Forward ‘
First Citizens Bank <onlinenotify@id.firstcitizens.com> ‘ @ |  Reply | © Reply J
To © Fri 8/15/2025 3:40 PM

MNOTICE: External Sender. Please exercise caution when opening attachments or clicking links.

Add onlinenotif id firstcitizens.com to your address book to ensure delivery

ﬁ FirstCitizensBank

Hi

A Two-Step Verification has been set up for your First Citizens account:

Details
Gnogle Authenticator
Tuesday, August 19, 2025

Raleigh, North Carolina, United States
Performed by:

Don't Recognize This Activity?

The security of your account is very important to us and we want to ensure that you are
updated when important actions are taken.

If you did not initiate this action, please contact us during normal business hours.

This message was automaically generated by First Citizens Bank on Tuesday, August 19, 2025, at 3:13:46 PM
Coordinated Universal Time. Replies are not monitored or answered.

@ First Citizens Bank_ Member FDIC.

Profile Manager User Guide 19
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Text Message Authentication (SMS) Enroliment

1. Click + Set up next to Phone authentication.

FirstCitizensBank .| LogOff
E Last Login: 06/23/2025 3:35:18 PM

Security

These are the methods you can use to verify your identity whenever you try
to log on. You always need at least one. Okta Verify App is the easiest and
most secure.

Already Setup
%X Remove
9 Okta Verify D Reset
Not Setup

G Google Authenticator
) o

Disclosures

2. Choose the Enable for Text Message option.

Note: You can only set up one method for Phone authentication. Choose from either Text
Message OR Phone Call option. You cannot set up both options.

ol

Setup Phone

Setup your device type

| @ Enable for Text Message |

[ [J» Enable for Phone call J

Cancel

Profile Manager User Guide 20



% FirstCitizensBank

3. Enter the phone number for your mobile device and click Send Code.

o

Set Up Text Message Verification

COUNTRY @
United States =

Select Country

MOBILE NUMBER *
-0

Enter mobile number

Send Code [«

4. Enter code sent to mobile device in Passcode* field and click on Verify.

ot

Set Up Text Message Verification

We sent you a code to verify your phone number

Passcode *

Enter code sent through text message

5. Success 2 step verification complete success message will display.

Profile Manager User Guide

21
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6. The +Set up button will be replaced with a Remove and a Reset button.

Security

These are the methods you can use to verify your identity whenever you try
to log on. You always need at least one. Okta Verify App is the easiest and
most secure.

Already Setup
X Remove
0 OKEAVGHLY T Reset
X Remove
) Phone 5 Bask
Not Setup
~

' Google Authenticator

Disclosures =

7. The client will receive an email confirming that a multifactor authenticator has been set up.

[EXTERNAL] New Multifactor Authentication set up for your First Citizens account
@ First Citizens Bank <onlinenotify@id.firstcitizens.com ‘ ® ‘  Resly ‘ O Reply Al | 7 Forward | |E‘ ‘ i

To @ Fri 8/15/2025 3:49 PM

NOTICE: External Sender. Please exercise caution when opening attachments or clicking links.

Add onlinenotifv@id firstcitizens.com to your address book to ensure delivery

ﬁ FirstCitizensBank

H.

ATwo-Step Verification has been set up for your First Citizens account:

Details
SMS Authentication
Tuesday, August 19, 2025

Raleigh, North Carolina, United States
Performed by:

Don't Recognize This Activity?

The security of your account is very important to us and we want to ensure that you are
updated when important actions are taken.

I you did not initiate this action, please contact us during normal business hours.

This message was automatically generated by First Citizens Bank on Tuesday, August 19, 2025, at 3:18:46 PM
Coordinated Universal Time. Replies are not monitored or answered.

© First Citizens Bank Member FDIC.
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Voice Call Authentication Enroliment

1. Click + Set up next to Phone authentication.

| Log Off

& FirstCitizensBank Last Login: 06/23/2025 3:35:18 PM

Security

These are the methods you can use to verify your identity whenever you try
to log on. You always need at least one. Okta Verify App is the easiest and
most secure.

Already Setup
%X Remove
9 Okta Verify D Reset
Not Setup

G Google Authenticator
) o

Disclosures

2. Choose the Enable for Phone Call option.

Note: You can only set up one method for Phone authentication. Choose from either Text
Message OR Phone Call option. You cannot set up both options.

0

Setup Phone

Setup your device type

[ @ Enable for Text Message I

ﬂ [ [} Enable for Phene call J

Cancel

Profile Manager User Guide 23
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3. Enter the phone number you wish to receive a call on (can be a landline or a mobile

device) and click Send Code.

!

Set Up Phone Call Verification

COUNTRY
United States (G4

Select Country

MOBILE NUMBER *
KH-XHH-XXKK

Enter mobile number

Send Code T[]

4. Answer the phone call and listen for the code.

“Hello, thank you for using
our phone verification
system. Your code is...”

5. Type in the code in the Enter code field and click Verify.

ut

Set Up Phone Call Verification

We sent you a code to verify your phone number

Passcode *

Enter code sent through phone call

Profile Manager User Guide
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6. The +Set up button will be replaced with a Remove and a Reset button. Success 2 step
verification complete success message will display.

E irstCitizens Bank

Last Login: 06/23/2025 3;

(/) Success
2 Step Verification Complete.

Security

These are the methods you can use to verify your identity whenever you try
to log on. You always need at least one. Okta Verify App is the easiest and
Most secure.

Already Setup
X Remove
e Okta Verify
D Reset
X Remove
@J) Phone
0 D Reset
Not Setup

G Google Authenticator

Disclosures ~

User Agreements  Privacy & Security  Your Privacy Choices I

© 2024 First-Citizens Bank & Trust Company. All rights r d. First Citizens Bank is of First Citizens BancShares, Inc.

7. The client will receive an email confirming that a multifactor authenticator has been set up.

[EXTERNAL] New Multifactor Authentication set up for your First Citizens account

To © Fri 8/15/

. . P Repl (R\A\I‘%F o | @
@ First Citizens Bank <onlinenotify@id firstcitizens.com = ‘©| € Reply | ) Reply orwar Hﬁ|

NOTICE: External Sender. Please exercise caution when opening attachments or clicking links.

Add onlinenoti id firstcitizens.com to your address book to ensure delivery

& FirstCitizensBank

Hi

ATwo-Step Verification has been set up for your First Citizens account

Details

Voice Call Authentication

Tuesday, August 19, 2025

Raleigh, North Carolina, United States
Performed by:

Don't Recognize This Activity?

The security of your account is very important to us and we want to ensure that you are
updated when important actions are taken

If you did not initiate this action, please contact us during normal business hours

This message was automatically generated by First Citizens Bank on Tuesday, August 19, 2025, at 2:44:49 PM
Coordinated Universal Time. Replies are not monitored or answared

© First Gitizens Bank. Member FDIC.
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Additional Information for Remove and Reset Options:

1. If you remove a factor, then you will receive an email informing which authentication
method is removed.

2. You must always have at least 1 enrolled MFA factor. To Remove or Reset any factor,
there must be 2 or more factors already setup. You cannot Remove or Reset if there is
only 1 factor set up with the account.

3. If you only have one factor enrolled, and you attempt to remove, then you will get an error
message.

Warning
Add another verification to remove

security this one.

These are the methods you can use to verify your identity whenever you try
to log on. You always need at least one. Okta Verify App is the easiest and
most secure.

Already Setup
x Remove
Q)) Phone
D Reset
Not Setup

@ Okta Verify

G Google Authenticator

Disclosures

Profile Manager User Guide 26
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4. Once at least two MFA factors have been established, select the x Remove option to
remove a method.

Security

These are the methoeds you can use to verify your identity whenever you try
to log on. You always need at least one. Okta Verify App is the easiest and
maost secure.

Already Setup
0 — X Remove
2 Erfy T Reset
)\ i X Remove
. || Phone O Reset
Not Setup

Disclosures =«

5. You'll be prompted with the below pop-up. Select Confirm to remove or Cancel to keep.

COMNFIRM x

Confirm Remove Verification Type

This will remove your verification type

Bacores)

6. If you confirm removal of a MFA factor, you’ll receive a success message.

FirstCitizensBank ag Off
& FirstCitize Last Login: 06/23/2025 3:35:18 PM

~ 2 Step Verification Removed

Security ' s

These are the methods you can use to verify your identity whenever you try
to log on. You always need at least one. Okta Verify App is the easiest and
most secure.

Already Setup

0 ok X Remove
ta Veri
o E"fy D Reset
Not Setup
~

€ ) Google Authenticator

() rooe

Disclosures

UserAgreements  Privaoy&Security  Your Privacy Cholces (B

© 2024 First-Citizens Bank & Trust Company. All rights reserved. First Ciizens Bark i a registered trademark of irst Citizens BancShares, Inc
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7. The client will receive an email confirming that a multifactor authenticator has been
removed.

[EXTERNAL] Multifactor Authentication removed for your First Citizens account

‘@ ‘ ) Reply ‘ %, Reply Al ‘ = Forward ‘ |iﬁ ‘ ‘ |
Wed 8/20/2025 2:38 PM

@ First Citizens Bank <onlinenotify@id firstcitizens.com >
To @

(i) If there are problems with how this message is displayed, click here to view it in a web browser.

Add onlinenotif id firstcitizens.com fo your address book to ensure delivery

& FirstCitizensBank

Hi

One or more Two-Step Verifications have been removed from your First Citizens account:

Details
SMS Authentication
Tuesday, August 19, 2025

Raleigh, North Carolina, United States
Performed by:

Don't Recognize This Activity?

The security of your account is very important to us and we want to ensure that you are
updated when important actions are taken.

If you did not initiate this action, please contact us during normal business hours.

This message was automatically generated by First Gitizens Bank on Tuesday, August 19, 2025, at 2:38:41 PM
Coordinated Universal Time. Replies are nol monitored or answered.

@ First Citizens Bank. Member FDIC.

When to use reset and why:

1. For Reset, the process is the same as a new enrollment (refer to the new enrollment
section of this guide).

2. For Okta Verify and Google Authenticator, the Reset button is used if you have a new
mobile device. The account on Okta Verify or Google Authenticator on the old mobile
device will not transfer to the new mobile device. You will need to re-enroll so that a new
account can be added to log in using that factor on the new mobile device.

3. For Phone Text and Call, the Reset button is used if you have a new phone number that
needs to be updated, or you want to switch between text and call.

4. If you choose to reset a factor, then you will receive two emails:

e The first email will confirm removal of the factor.
e The second email will confirm the setup of the factor.
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Single Sign-On

You can merge your existing First Citizens Bank applications, so that you only have one digital
identity (Username & Password) to use as a Single Sign-On (SSO) for most of your First Citizens
Bank applications.

Notes:

1.

You must be provisioned to more than one First Citizens Bank application to be eligible for
SSO.

Log into the application that you want to establish as the single set of credentials for all
your services. The next step is to access Profile Manager from the application that you

logged into. Select the Profile icon E on the top left corner of the screen, then click on
Single Sign On as displayed on the screenshot below.
[ e e e e o A D R

& FirstCitizensBank Last Login: 06/23/2025 3:35:18 PM

My FCB Profile

.
Profile Info
Security
Single Sign On
User Name
FIRST NAME LAST NAME
@ ©
Email
@ Change Email

Mobile Number

User Agreements  Privacy & Security  Your Privacy Choices @I

© 2024 First-Citizens Bank & Trust Company. All rights reserved. First Citizens Bank is a registered trademark of First Citizens BancShares. Inc.

Choose the application you wish to merge with by clicking the +Add another Service.

Note: You will see the SSO Not Activated message as shown below. Once you've

completed the merge process, this message will be replaced to display the service(s) you
selected to merge. See screenshot in Step 6 for an example.

ﬁ FirstCitizensBank . | Log Off
Last Login: 06/23/2025 3:35:18 PM

Single Sign-On

Here you can activate a Single Sign-On (S50) so that you can log in to any of your First
Citizens apps with just one set of credentials!

“’_'/‘ 550 Not Activated
" sS0is not activated for any applications. To link a service, click the Add
Anather Service button below.

+ Add Another Service

2024 First-Citizens Bank & Trust Company. All ights reserved. First Citizens Bank is of First Ciizens BancShares, Inc.
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2. Choose the application you want to merge from the Select a Service drop-down menu.

Note: You will see applications listed in the drop-down for all services that are available
to be merged.

8.0

& FirstCitizensBank X | Log Off
Last Login: 06/23/2025 3:35:18 PM

Single Sign-On

Here you can activate a Single Sign-On (SSO) so that you can log in to any of your First
Citizens apps with just one set of credentials!

(1) S50 Not Activated
" $50is not activated for any applications. To link a service, click the Add

Anather Service button below.

Select a Service

IntraFi DCP

s Privacy & Security  Your

Electronic Bill Presentment and Payment

tizens Bank & Trust Company. All rights res st Citizens Bank Is a registered trademark of First

Integrated Payables
DES-Sterling

Portfolio Online

3. Enter your existing login credentials for the application that was chosen and click Submit.

& FirstCitizensBank Last Login: 06/23/2025 s:asn;fmi
. .
Single Sign-On

Here you can activate a Single Sign-On (550) so that you can log in te any of your First
Citizens apps with just one set of credentials!

(1) S5O Not Activated
S50 is not activated for any applications. To link a service, click the Add
Anather Service button below.

SELECT A SERVICE
Image Archive

Image Archive

Username* Password*

** Note: Not all services are available

\serAgreements  Privacy & Security
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4. Complete the MFA request.

SINGLE SIGN-ON SETUP X
Verify
Text Message Q Okta Verify
SINGLE SIGN-ON SETUP X

Verify

0 Setup Okta Verify

Click below to verify with the Okta App on your phone:
+ Send Push or Enter Code

Try another method | Trouble Authenticating?

SINGLE 5IGN-ON SETUP X

Verify

G Google Authenticator

AUTHENTICATION CODE @

Enter the code displayed in the Google

Authenticator app.

¥ Verify
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5. Once you have gone through all the necessary MFA verification steps, then click Submit.

SINGLE SIGN-ON SETUP X

Confirm

We'll permanently merge this app’s profile into your
FCB profile so that you can log in with just one set of
credentials!

After this process is completed, use as your

Username to log in to

Note: If you have multiple FCB profiles, make sure
you are logged in to the correct profile that you want

to merge with this app's profile.

« Submit

6. Once confirmed, the applications selected will be SSO activated. You can now access the
merged applications using the single set of credentials you have established which will be

listed as you see in the below screenshot with a checkmark icon © next to it.

P | Log 0ff
[E& FirstCitizensBank Last Login: 08/27/2025 1:55:55 PM

Single Sign-On

Here you can activate a Single Sign-On (S50) so that you can log in to any of your First
Citizens apps with just one set of credentials!

Image Archive

+ Add Another Service

er Agreements  Privacy & Security  Your Privacy Choices B

© 2024 First-Citizens Bank & Trust Company. All rights reserved. First Citizens Bank is a registered trademark of First Citizens Bancshares, Inc.

Disclosures:

Google and Google Docs are trademarks of Google LLC and this user guide is not endorsed by
or affiliated with Google in any way.

Okta Content is the exclusive property of Okta and/or its licensor(s). Okta and/or licensor(s)
own(s) all right, title and interest in the Okta Content, including but not limited to copyright,
trademark, service mark, trade dress, and other applicable worldwide intellectual property rights.
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